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1	Decision/action requested
[bookmark: _Hlk20223110]Add missing text how the UE determines the trust status of a non-3GPP access network to the living document in [1].
2	References
[1]	3GPP, S3-193684, "Living CR for 5WWC"
[2]		3GPP TS 23.501: "System architecture for the 5G System (5GS)"
[3]		3GPP TS 23.502: "Procedures for the 5G System (5GS)"
[4]		3GPP TS 33.501 3GPP TS 33.501: "Security architecture and procedures for 5G system"
3	Rationale
Current Rel-16 versions of TS 23.501 [2] and 23.502 [3] specify how the UE can connect to trusted or untrusted. Clause s4.2.8.1 ”General Concepts to Support Trusted and Untrusted Non-3GPP Access” of TS 23.501 states “The UE decides to use trusted or untrusted non-3GPP access for connecting to a 5G PLMN by using procedures not specified in this document. Examples of such procedures are defined in clause 6.3.12.1.” It appears it is not specified in any TS how the UE decides whether it should consider a non-3GPP access as trusted or untrusted. In 4G, this is specified in clause 6.1 of TS 33.402. 
The non-3GPP access networks, which are trusted, can be pre-configured in the UE. The UE can e.g. have a list with non-3GPP access technologies, or access networks, or serving network operators that allow procedures for trusted non-3GPP IP access. Additionally, during 3GPP-based access authentication the UE may receive an indication whether the non-3GPP IP access is trusted or not.  If such an indication is sent it shall be sent by the 3GPP AAA server as part of an EAP-AKA or EAP-AKA' request. If no such indication is received by the UE, and there is no pre-configured information in the UE, the UE shall consider the non-3GPP IP access as untrusted.  In case of pre-configured information and indication received as part of an EAP-AKA or EAP-AKA' request are in conflict, the received indication shall take precedence.
NOTE 2: The protection mechanisms of EAP-AKA and EAP-AKA' prevent that an indication sent as part of an EAP-AKA request could be forged.
Additionally, in roaming situations the visited 3GPP network may send an indication about the trust status of the non-3GPP access network to the 3GPP AAA server. The 3GPP AAA server may take this indication from the visited network into account in its decision about sending a trust indication to the UE.
The stage-3 details of the decision making in the UE specified in TS 24.302, clause 6.2.
It is proposed to add similar rules to the living CR for 5WWC. In addition, it is proposed that the home network can update the trust status of non-3GPP access networks to the UE in an authentication method independent way by using the User Parameter Update mechanism. 
4	Detailed proposal
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[bookmark: _GoBack]
[bookmark: _Hlk23951314]7	Security for untrusted non-3GPP access to the 5G core network
[bookmark: _Toc19634782]7.x	Determining trust relationship in the UE
The non-3GPP access networks, which are trusted, can be pre-configured in the UE. Additionally, during primary authentication the UE may receive an indication whether the non-3GPP IP access is trusted or not.  If such an indication is sent it shall be sent by the AUSF as part of an EAP-AKA' request. If no such indication is received by the UE (for example if 5G-AKA is used for primary authentication), and there is no pre-configured information in the UE, the UE shall consider the non-3GPP IP access as untrusted.  In case of pre-configured information and indication received as part of an EAP-AKA' request are in conflict, the received indication shall take precedence.
 
********END OF CHANGES********
